
Should IT Be in Charge of Business Continuity
Planning?
At a recent conference, Mark Pickett, vice president of security consulting services at
Wackenhut Corp. (www.wackenhut.com), suggested that a lot of companies are going
about business continuity planning the wrong way.

The conference, hosted by cross-cultural awareness training company Erudyne
(www.erudyne.com), focused on culture as the critical factor linking global business
security, operations and execution. It addressed culture in its usual sense of national
styles and customs, but it also talked about the different cultures of disparate
professional groups. In that vein, Pickett insisted that business continuity responsibility
should not be within IT, where it has historically resided, but in a separate security
function. Why? Because recovering data does not necessarily mean recovering the
business in the wake of an incident or disaster.

Pickett cited statistics (from CSO, no less) showing high percentages of executives
confident in their disaster recovery and business continuity plans because they had
practiced retrieving data and were successful. (For example, we published in a Metrics
report last August that 67 percent of Fortune 1000 executives say their companies are
more prepared now than before 9/11 to access critical data in a disaster situation. The
majority (60 percent) say they have a command team in place to maintain information
continuity operations from a remote location if a disaster occurs.) He warns that a data
recovery orientation gives businesses a lot of “false positives” and no incentive to
rethink their continuity strategy more holistically.

Having business continuity lodged within the IT function means the strategy will follow
that unit’s style, which he says is most often reactive planning, based on prior incidents.
Not that that approach is useless—the fact that even greater numbers of people weren’t
killed in the 2001 attack on the World Trade Centers is attributable to reactive planning
(i.e., in emergency evacuation) after the 1993 bombing of those buildings.  But, Pickett
says, “We see a bullet hole, and then we put a bulls-eye over it.” IT’s traditional
approach leads organizations to solve the wrong problem precisely.

Companies need to base plans not on specific threats, but on patterns of crisis. A truly
integrated continuity plan, he has written in the April issue of Access Control magazine,
provides value by reducing multiple plans down to a single format plan that is readily



manageable. It provides a consistent framework for operations, whereas separate plans
for disaster recovery, emergency response and crisis management can create
confusion, duplication of effort, depletion of resources and possibly cause inaction.
Some companies now have officers with the title business continuity planner. And they
are often in security, not IT. That’s where the job belongs, asserts Picket. Do you
agree? Who in your organization handles business continuity strategy?
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